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Overview

WinAgents Rhino Terminal is a fidhtured, convenient, and eadg-use terminal emulation client.

With WinAgents Rhino Terminal you receive a flexible tool for accessing remote hosts and network
devices via the TELNET and SSH protocols. Clear useacatestripting technology and ability to
connect and log on to a remote host with a single mouse click make your work productive and
comfortable.

WinAgents Rhino Terminal advantages:

Support of multiple simultaneous sessions in tabs.

Quick access to a reste host.

Support of SSH, TELNET and Serial communication protocols.

Emulation of different terminal types: ANSI, VT52, VT100, VT220, Linux, XTerm.

w2 dzi SNX ¢ St | x visud editing Fof @iguration files of network devices manufactured by
CiscaSystems.
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Features

Protocols and standards support in WinAgents Rhino Terminal

Network Protocols

SSH

Versions SSHv1 and SSHv2

Encryption algorithms: AE
Blowfish, 3DES, DES

Authentication password,
DSA/RSA key, keyboa
interactive

Data compressio

TELNET

TELNET options

Terminal Emulation

VT52, VT100, VT220, XTer
Linux, ANSI

ANSIcolors

National languages characts
encodings and UNICODE

Advanced keyboard and mous
configuration

File Transfer

X/YIZModem protocols for file
transfers

ROUSNX 6 S {un ¢SC

Visual editing for configuration
of network devices
manufactured by Cisco System

Support of Cisco 10S, Cig
CATOS, and Cisco PIXOS

Command completion an
context hints in configuratior
editor

Syntax highlighting both in C
and h editor

Embedded Scripting

Automation of routine
operations using JScript

Script recording

Convenient use

Multiple active sessia
organized in tabbed interface

Connecing and logying on to a
remote host with a single mous
click
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Getting Started

The Main Window
This topic describes WinAgents Rhino Terminal main window.

The main window of the program appears on the screen after a connection toetinete hostis

established. The way this window looks like depends on the program settings and theatcurre

connectionstatus.

The mainarea of the window is occupied by terminal emulatdvinAgents Rhino Terminal allows

working with multiple remote hosts at the same time, opening many connections and terminal

emulators and organizing them in tabs. Eachdalbresponds to a singkestablished connection.

@ RSTFldzA G 2Ay!3Syda wKAy2 ¢SNXYAYlIf GAYR2S6
accessible via the toolbar. You can show the menu at any time by clitkwlg| Show Menu Bar
command.

(', WinAgents Rhino Terminal: 182.168.1.60 [
= Connect... .@192.168.1.60 B | = [ Terminal= &7 Seript= O RTweak~ 5%+ 7

MTime Size MTime
/ UP--DIR

Feb 10 17:57
= I oaEe

Ready (3 55H  Generic netwark device

Figurel Rhino Terminal Main Window

Establishing a Connection

WinAgents Rhino Terminal is fidlatured terminal emulation software that provides you with all
functions of standard ANSI, Linux, or-type terminals as well as extendednittions which simplify
work with remote hosts.

To establish a connection to a remote host, clickhnectcommand in the toolbar. You will s&onnect
to window with two tabsNew Hostand Saved Connections
6| Page



The first tabNew Hostcan be used to establish connection to the remote host by specifying only
several important parameters. Refer tdsing Quick Connesectionon page 12for more details on

usingQuick Connediature.

The second tatsaved Connectionsan be used to organize a catalog of connection parameters for
different remote hosts, and then connect to them simply by selectingcogfigured connection. Refer
to Creating, editing and deleting a connectiom page 13or more details.

After the remote host is selected, pre€®nnectbutton to initiate a session.

50ET C 21 OOAO4xAAEA %@OAT OEI 10O

WinAgents Rozii SNX 6 S| { 1 A & rhakedySubwoyk 2vithZCBed rolitded: aitd switches more
visual and effective. Knowing the principles of working with the command line interface of Cisco devices,
you can use WinAgentRhino Terminalto automate the most commortasks of network device
administration.

WinAgentsRhino Terminabffers you two ways to work with devices. You can use the terminal shell to
work with the command line interface directly. In this case you will have a standard set of command line
tools entanced by syntax highlighting. Syntax highlighting makes it easier to find what you need in the
results of executed commands, which makes your work more effective.

A more effective and faster method of editing the configuration of a device is using thérbeditor. In

this case the program requests the configuration file from the device and allows you to edit it. Instead of
you, the application will do everything necessary in the command line. And you will be able to focus on
the device onfiguration usng context help. fie entire process of command exchange between the
devices being configured and WinAgeRtisino Terminaik displayed in the terminal window.

2Ay!1 3Syia w2dziSNX6SIH {n 9EGSYy&aArzyad | NB RSasaddy SFK
devices, and available for a connectioWéndorandModel fields are set to any supported Cisco device.
tftSrasS y23Ss GKFG @&2dz OFns av@Rbility NRd glovaRpdagr&migvel §y | x
turning them on or off in Program Options.

Refer to the following sections for more details:

f w2dziSNX 6SI| Jonp&ge2bSy arz2ya
1 Builtin Configuration File Editan page 27
1 Program Optionsn page 33
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How do |I...

Connectto a Host wit h TELNET/SSHv1/SSHv2Protocol

WinAgents Rhino Terminal is fidlatured terminal emulation software which provides easy and
convenient way to connect to remote hosts via TELNET, SSH, or Serial prGtoaplgcklyestablish a
connection to a remote hostgrform the following steps:

1 Presghe Connectbutton in the main Rhino Terminal window or in the toolbar;

1 UseQuick Connecteature. Inthe Connect Towindow, make sure thathe New Host
tab is activeand enter aNB Y2 (i S K-Bainei aR Baddsdss{in theAddressfield:;

1 Selectaprotocol you want to use for the connection;

Selectaterminal type you want to use for the connection;

f Selectavendor andaY2 RSt 2F (GKS NBY2(0S Kz2ailxz AT
Extensions for the connection, you can séeéndor to Others Model to Generic
Network Device

1 Presghe Connectoutton.

|

You can save the settings you configure for the connection for future use iodinections catalog by
pressinghe Save Connectiobutton.

You can also configure advanced parametersthef selected protocol and terminal emulation by
pressing the correspondingonfigurebutton.

Establish a Raw Connection to a Host to Use POP3/SMTPor Smilar Text-based

Protocol

WinAgents Rhino Terminal can be used to establish connections to remote hosts that use simple text
base protocols such as POP3 or SMTP. This section describes how to configure the connection in thi
scenario.

1 Presghe Connet button in the main Rhino Terminal window or in the toolbar;

1 UseQuick Connecteature. Inthe Connect Tonvindow, make sure thathe New Host
GFo A& FOUABST Iy R-ndhydar Padiirdss ilNtBdaresSieldk 2 & 0 Q&

1 Selectthe TELNET protocol to use for the connection, specify correct port number which
is used by the protocol you want to use (e.g. POP3 uses port 110, SMTP uses port 25,
etc.),and checkhe5 2 y Qi y S3A2optidnd S 2LIiA 2y a

1 Set the termiml type to XTerm and predbe Configurebutton to configure terminal
emulation extended properties;

1 In theConnection Propertiesvindow selecthe Keyboard/Mouseoptions and set_ocal
EchoandLocal Edito Force OnpressOKto save the settings;

1 Selectvendor and model of the remote host, s€endorto Others Model to Generic
Network Device

T Presghe Connectbutton.

This will connect to the remote host and open a terminal window where you can enter protocol
commands and see protocol replies.
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Automate Login Procedure

WinAgents Rhino Terminal simplifies routine operations that are needed to establish a connection to
the remote host and perform a logon. It introduces an automatic logon featuhéch, when is turned

on for the connection, automates logongeress as much as possible. This section describes how to set
up an automatic logon procedure farconnection.

T  Presghe Connectbutton in the main Rhino Terminal window or in the toolbar;

1 UseQuick Connecteature. Inthe Connect Towindow, make sure thathe New Host
GFLo Aa FOGAGSE | y R-nady ar Padiirdss ilNtB\dadrésSieldk 2 & (1 Q &

I Select a protocol you want to use for the connection;

1 Pressthe Configurebutton, inthe Connection Propertiesvindow clickthe Logonnode
in the tree on the left;

1 Check theAutomatically Logon to hosbption; in the corresponding fields enter the
username and password to use during automatic lggon

1 <elect one of the supported logon methods. If the remote host reggia username and
password only, which is the most common case, chdastault Logon ScriptDefault
logon script awaits prompts to enter either a username or a password from the remote
host, and replies with the values you enteredtire Usernameand Passvord fields.
Configureprompts that are sent by the remote host and should be recognized by
WinAgents Rhino Terminal Wlsername Prompand Password Prompt

T PressOKto save the settings and return the Connect Tavindow;

Select a terminal type you watd use for the connection;

T {StSOG I @SYyR2NJ FyR | Y2RSt 2F G(KS NBY:
Extensions for the connection, you can sééndor to Others Model to Generic
Network Device

1 Presghe Connectbutton.

]

After the connection is configed, you can save for the future use by presstiage Connectiobutton.
See als@onnections Overviean page 12

If the remote host you are going to connect to uses more comlagin procedure than requesting a
username and password, you can select another method of implementing a logon proce&kealso
Connection Propertiesn page 14

Transfer a File with X/Y/Z -modem Protocol

WinAgents Rhino Terminal allows you to transfer files between the local and remote hosts using one of
the widely supported Xnodem, ¥Ymodem, or Zmodem protocols. This section describes how to send
and receive a file using éhzZmodem protocol.

To download a file from the remote host, while logged on the halitk the Transfer | Receive
ZModemcommand. Irnthe Receive ZMODEMindow enter a transfer command and a name of file to
transfer, select a folder, where the file shoudd stored on the local machinBresshe Transferbutton

to initiate the transfer.

To upload a file to the remote host, while logged on the host, dlekTransfer | Send ZModem
command. Select file to transfer and prabe Openbutton. In the Send ZM@EMwindow check the

9| Page



command which will be sent to the remote host to start the transfer. You can add additional file to the
transfer list if needed. Preske Transferbutton to initiate the transfer.

Tranzfer settings

Command to start transfer, |12

Files

C:AConfigzhhttpd. conf

Add Bemove Tranzfer l[ Cloze

Figure2. Send ZMODEM Winda

Edit a Configuration of a Cisco Device UOET C 21 O O AxdehsioAsA E A

WinAgents Rhino Terminad y Of dzZRS& w2 dziSNX 6SI {un GSOKy2ft23ex
convenient way to edit configurations of network devices running under Cisco 10S, Cisco GATOS a
Cisco PIXOS. This technology incorporates syntax highlighting, code completion, tools for ACL editing in
grid-style visual configuration editor. This section describes how to set up a connection to use
w2dzi SN 6SI 1 9EGSYyarzyao

1
1

E]

Presghe Connectbutton in the main Rhino Terminal window or in the toolbar;

UseQuick Connecfeature. Inthe Connect Tavindow, make sure thathe New Host
Lo A& FOUAGBSE Iy R-nayar BPadiirdss iltBevddrésSieldk 2 & 0 Q&
Select a protocol you want to use for the connection;

SetVendorto Cisco and select a model of your Cisco device;

Pressthe Configurebutton, inthe Connection Propertiesvindow clickthe Logonnode

in the tree on the left;

Check theAutomatically Logon toHost option; in the corresponding fields enter the
username and password to use durithg automatic logon

Select one of the supported logon methods. If the remote host requires a username and
password only, which is the most common case, chdastault Logon ScriptDefault
logon script awaits prompts to enter either a username or a password from the remote
host, and replies with the values you enteredtire Usernameand Passwordfields.
Configureprompts that are sent by the remote host andosidd be recognized by
WinAgents Rhino Terminal Wlsername Prompand Password Prompt
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9 Clickthe RouterTweaknode in the tree on the left;

1 Checkthe Enter Ehable Mode and Show Running Configuration options, enterthe
Enable Passwordhich should be used tenter the privileged command mode;

T PressOKto save the settings and return the Connect Tavindow;

1 Presghe Connectobutton.

pu

ttSFasS y23i0S8 GKIFd w2dziSNXé6SI1n 9EGSyaArzya | NB
FNB y2G I @FAtFofS F2NJ 2GKSNJ (elLlSa 2F K2adaod | 2«
level inprogram options

Seealsov2 dzii SNX 6 S| | enp&g&26Sy aAr 2y a

Record and Play a Script

WinAgents Rhino Terminal can record commands that you enter in the terminal window while working
with the remote host, store thenas a script, and then play the recorded script every time you need to
repeat the recorded command sequence.

To record a script clickhe Script | Start Recordingcommand, and perform actions in the terminal
window you want to be recorded in the script. Thelickthe Script | Stop Recordingcommand.
WinAgents Rhino Terminal prompts for a file name to save the script.

To execute a script clicke Script | Execute Scriptommand, and select the file containing the script to
execute.

Use aCommand -Line Argume nts When Running Rhino Terminal

WinAgents Rhino Terminal could be launched from the Windows command prompt with various
command line argumentsThis section describes how to run WinAgents Rhino Terminal from the
command prompt and open a connection to arete host.

The following command launches WinAgents Rhino Terminal and establishes a connection to the
remote host withthe IP-address192.168.1.1, using default connection settings

rterm 192.168.1.1

The following command launches WinAgents Rhino Terraimélestablishes uses connection settings of
0KS O2yySOGA2Y d&a. 2NRSNI D2¢ FNRY GKS OrdaGartz23 27

nrerm¢2 a. 2 NRSNJ D2 ¢

SeeCommand Line Argumends page 3'For more infomation.
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Managing Connections

Connections Overview

WinAgents Rhino Terminal stores all settings it requires to communicate with the remotea$fiast
connection. The connection storgke target host address, communication protocol parameters and
terminal enulation settings that should be applie@o establish the communication to a host you need

to specify connection parameters that WinAgents Rhino Terminal shouldvesecan either specify only

a basic set of important options such as address of the rerthogt and which communication protocol
should be usedr you can set up every detail for a connection: select and configure communication
LINRG202¢t = GSNYAYI f YR 1S@062FNR SydzZ I GA2Yy LN
Extensions.

WinAgents Rhino Terminptovidestwo ways of creating and establisiy connection to a host.

T Quick ConnectYou only need to specify the address of the remote host, select one of
the supported protocols and terminal types. Then you can either save connection for
the future use orconnect to the host immediately without saving.

1 Creaing and configuringp new connection You can create a new connection and
configure all communication settings and then store it in the WinAgents Rhino Tarmin
connections database. After this you can use yaarmectionat any time.

Using Quick Connect

By using Quick Connect feature yoan easily establish connection to theemote host.To initiate the
session you neetb enter onlythe IP-address or DNSame of the remote host, choodbe protocoland
the type of terminal to use during the session.

Start Quick Connect by pressing t@ennectbutton or by clicking thedost| Connectcommand in the
program main menu. In th€onnect Tavindow select theNew Hosttab.

You can specify the following parameters:

1 Addressc IP-address or DN8ame of the remote host to connect to;

1 Protocol ¢ one of the supported by Rhino Terminal protocols to use: TELNET, SSH or
Serial connection;

Port ¢ port number to use;

Terminalg terminal type that should be emulated,

Vendor¢ vendor of the device you are going to connect to;

Devicec type of the device you are going to connect to.

=a =4 4 A

The last two fields\(endorand Devicd  NB LINA YIF NAf & dzaSR (2 adzLJLJ2 NI
G2N] GAOK O2YyFAIdZNF GA2Y 3INAR YR adzLIR2 NI aeyidl
such features for the session or you are not sure which device type to choose or your deveide ike

list of supported devices you can séendorto Others and Deviceto Generic Network DeviceThis
aSidzld R2S&ay Qi Ftt26 dzaAy3a w2dziSNE6SIH1n 9EGSY&EA:

It is possible to save session setting for the futuse by pressing th8ave Connectiobutton.
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r -
Connect to.. Iﬁ

Mew Hast | 5 aved Connections

Connection

Address: | border-gw

Fratacol: | 55H |E|

Paort: |22 =
Teminal: | *Term |Z|
Device type
Yendor, | Others |Z|
Device: | Genenc netwark device |Z|

’ Save Connection... ]

[ Connect ] ’ Cloze ]

Figure3. Using Quick Connect

Creating, Editing and Deleting a Connection

WinAgents Rhino Terminal maintains a cataldgconnections whictprovides a convenient way of
organizing largeamount of connection parameters for different remote hosts. The catalog of
connectionsallows user to store connection parameters and then quickly establisttadhaection the
remote hostby selecting previouslgonfiguredconnection parametergstead ofentering them again.

The catalog of connections can be displayed by pressingctmnectbutton or by clicking theéHost |
Connectcommand in the program main menu. In t®nnect Tavindow select theSaved Connections
tab. All connections in the catalagre organized in a tree. The following commands are provided to
manage the tree of connections:

)l

New Connectiorg creates a new connection and displays connection properties dialog
where you can specify connection parameters;

New Folderg creates a new foler in the tree. You will be prompted for a name for the
new folder and it location in the tree;

Properties¢ invokes properties editing window for the current selected element in the
catalog of connections;

Move to ¢ moves selected connection or folder inthe specified folder. You will be
prompted to point the folder where to move the element to;

Delete¢ deletes current selected connection or folder from the catalog.
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Connect to... @
Mew Host | Saved Connections |

% Mew connection [b Mew Folder E:] Properties

»

EIE' &l connectionz
=+ Chicago
P =—=110.0.04

P b = ch-voice-01
-5 NewYark

----- < border-gw
----- S ny-cone-1
..... = r‘l_','-l:lS-E

Connect l ’ Clogze ]

Figure4. Connections Catalog.

Connection Properties
This setion describes th€onnection Propertiesvindow and how to configure connection parameters.
The Connection Propertiesvindow organizes parameters in tabs, which are presented in alilkee

structure on the left.
TheGeneral tabcontains a basic set obpameters:

1 Addressc IP-address or DNS name of the remote host to connect to;

1 Title ¢ readable name for the connection which is displayed in the device catalog;

1 Vendor ¢ vendor of the remote device, this option is important i2 Bzl S NI & S| |
Extensions are used for the connection, otherwise it is acceptable to €etleets

1 Devicec type or model of the device. This field works in conjunction with the previous
field, Vendor. If model of the remote host is unknown or not listeddahere is no need
Ay dzAAy3 w2dziSNX6SI 1 n 9 EereydNangokdeviked | O0S
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Connection Properties

EI Terminal

= Connection

- Protocol
- Logon
- RouterTweak,

- Emulation

- Keyboard/Mouse “Wendor: | Others |Z| Device: | Generic network, deviceE
A EE Modem

Connection

Addrezs: 10.0.0.4

Title: 10,004

k. l [ Cancel

Figure5. The General Tab of Connection Properties Window.

TheProtocol taballows specifying a protocol for the session andficpming protocol parameters:

1 Protocol ¢ one of the three protocols can be selected: TELENET, SSH or Serial

connection via the COM port.

For each protocol several additional settings can be configured. For the TELNET protocol the following
options are supprted:

1
1

Port ¢ port number for the TELENET protocol to use, 23 by default;

52y QG bS320GAl (¢S this Sptioyi & chedkddliWird\gests Rhino Terminal
g2y Qi FGAGSYLII G2 aSyR 2NJ NBaLRYR G2 ¢9[b
establishingconnection to the remote host which requires raw tédsed connection,

e.g. POP3 or SMTP server.
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b
Connection Properties Iﬁ

= Connection

- General
[ (7 Telnet i@ 55H (7 Serial

- RouterTweak,
- Terminal
- Emulation

- #E Modem

Part: 22 = Version: | Auto Detect |E|
- KeyboardMouse Authentication | Encryption | Compression

Passward

[(]DSA/RSA key

Pratocal

Pratacol parameters

Generate key

k.evboard interactive

k. l [ Cancel

Figure6. The Protocol Tab of Connection Properties Window.

For the SSH protocol the following options can be specified:

1 Port¢ port number for the SSH protocol to use, 22 by default;
1 Versiong version of the SSH protocol, you can choose f&8iersion 1 (SSHy1$SH

version 2 (SSHv2) and auto detection. In the last case, WinAgents Rhino Terminal tries to
decide correct protocoVersion based on the identification string sent by the remote
host;

Authentication methods¢ which authentication methodshould be used. WinAgents
Rhino Terminal supports SSH authentication basedPassword DSA/RSA keysand
Keyboard Interactive authentication. If the Passwordand/or Keyboard Interactive
options are checked, the program will ask for password during the session initiation. If
the DSA/RSAey option is checked, you shoufgtovide a private key file in OpenSSH,
IETF, or PUTTY format dPdsphrasefor the key, if any. fie program will try to use the
supplied key for authenticationYou can also generate public/private keys pair by
pressinghe Generate keybutton.

Encryption algorithms; which encryption algorithms should be used. WinAgédrino
terminal supports AES, Blowfish, 3DES, and DES algorithms. You can specify whict
algorithms should be used for the session and configure their priorities by moving up
and down in the list by pressirige Up and Down buttons.
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1

Compressiorng whether datn compression should be usedthe EnableCompression
option is checked, WinAgents Rhino Terminal will try to compress all data transmitted
over the network. It is also possible to specify the level of compression, the higher the

level the higher is thecompression. Higher levels of compression require more
processing power and may cause significant performance penalty on the remote host.

For the Serial connection the following optioten be configured

= =4 —a A

Even, Odd, Spacen@ Mark;

=

Stop bits¢ number of stop bits to be used;

Communication portg COM port that will be used faonnection;

Bits per second; baud rate at which the communications device operates

Data bits¢ number of bits in the bytes transmitted and received

Parity ¢ parity scheme to be used.he following parity schemes are supported: None,

i Flow control ¢ type of flow control. The following types are supported: Software,
Xon/Xoff,and Hardware.

"

Connection Properties

F5c)

—|- Connection

L General

- Protocol

i b RouterTweak

- Terminal

- Emulation

- Feyboard/M ouze
- # M E Modem

Logon Scripts
Automatically logon o bost

Username: adrmin
Easswmd: xEMHRHR
Laogoh method: Default lagon script

Uszernarne prompt | Userlloginlogon|adrmin

Pazzword prompt: | paszwordipazswd

[] Execute scipt after lagon

Qk l I Cancel

Figure7. The Logon Tab of Connection Properties Window.

The Logontab contains parameterswhich are used by Rhino Terminal to automatically logon to the
remote host. Rhino Terminal supports three differ@nbceduresof automatic logon.

9 Default logon script¢ Built-in procedureimplementing standard logon, when remote
host asks for username and password. When connection to the remote host is
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established, Rhino Terminal waits for username or password prompt from the device
and replies with username or password configured for the connection based on the
prompt received.Thisis the least flexiblgorocedurewhich is suitabldor simple logon
scenarios that are used on the most network devices.

Command sequence This procedure allows you to specify a sequence of prompts
received from the remote host and replies that should leats After connection to the
remote host is established Rhino Terminal waits for the prompt, then compares
received prompt against the configured sequence, indentifies which reply it should send
back to the remote host and sends it. Logon procedure coraplethen Rhino Terminal
receives the prompt which is the last in the sequence. You can also specify whether
initial Carriage Return should be sent before any prompt is received.

Custom script in JScript, After connection is established Rhino Terminal exegsu
specified script written in JScript scripting language. This script performs logon as
needed. This is the most flexible way to specify and configure logon procedure.

Thefollowing options could be configured:

1

]

Automatically logon on hostg if option is checked, WinAgents Rhino Terminal will
attempt execution of automatic logon procedure;

Usernameg username to use for logon;

Password; password to use for logon;

Logon methodg type of procedure to use to implement logon steps, can be one of the
followingvalues:Default logon scriptCommand sequenceéCustom script in JScript

For different logon methods a different set of options can be specifiedault logon script requires:

)l

Username prompt; prompt that the remote hosts sends when it requests a uaemna,
this value is a regular expression and can corggirial regular expression operatprs
Passwordprompt ¢ prompt that the remote hosts sends when it requests a password,
this value is a regular expression and can corgaircial regular expression emtors

Command sequence requires:

)l

Send initial carriage returrg if this options is checked, WinAgents Rhino Terminal will
send carriage return before implementing logon sequence, this may be useful for
certain types of remote hosts or faonnection viadConsole (COM port) interface;

Logon sequence a set of prompts that can be received from the remote host during
logon, with reply strings that will be sent to the remote host when the corresponding
prompt is received. You can add, edit and delete prongply pairs and move them up
and down in the list. Please note, that order of proangply pairs matters, WinAgents
Rhino Terminal implements logon by awaiting for prompts and sending replies from the
first to the last as specified in the list;

Custom scpt in JScriptequires:

1

Logon script¢ full path to the file with script in the JScript programming language,
implementing custom login procedure.

After automatic logon is completed, WinAgents Rhino Terminal can execute a custom script.
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1 Execute custom sqgot after logon if this option is checked, WinAgents Rhino Terminal
will execute a specified script in JScript programming language after automatic logon
procedure is completed.
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Figure8. The RouterTweak Extention Properties.

The RouterTweaktab contains a set of options for RouterTwaakxtensions.

1 Enter Bable Mode ¢ if this option is checked, after automatic logon procedure is
completed, WinAgents Rhino Terminal will enter privileged command mode, on Cisco
devices default prilege level will be used, and specified enafslede password is sent
when requested,;

1 Show Running Configuration ¢ if this option is checked, after entering privileged
command mode WinAgents Rhino Terminal will automatically download running
configuration fom Cisco device and show it in the editor grid

1 EnablePasswordg password to use to enter privileged command mode;

T CommandPrompt ¢ prompt that is configured on the remote host in user (hon
privileged mode), this value is a regular expression and cataicoapecial regular
expression operators

1 EnablePrompt ¢ prompt that is configured on the remote host in privileged mode, this
value is a regular expression and can contgiacial regular expression operators

Please note values specified ilCommand Pompt and Enable Prompt are also used by default
automatic logon procedure, so you may need to specify them even if Routeriwwgsiensions are
turned off for the connection.
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Please notevalues specified itbsernamePrompt, Password PromptCommandPrompt, and Enable

Prompt are regular expressions, and several characters are reserved and used as operator symbols. |
these characdrs are present in prompts, they should be escaped, refeedolar expressions syntfor

more details.
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Figure9. The Terminal Emulation Tab of Connection Properties Window.

TheTerminal Emulatiortab contains options that degbe terminal emulation behavior.

1 Terminal Type ¢ type of terminal to emulate, the following terminal types are
supported: ANSI, XTerm, VT100;

1 Allow ANSI @lors ¢ turns on color support for terminal emulation;

T Use systentolors ¢ if this option is checkethe colors configured in Windows would be
used forthe terminal window instead of buiin colors;

T  Window Sze¢ Columns Rows andScrollbacksize ofthe terminal window;

1 ResizeBehavior ¢ specifies which action is performed when the terminal window is
resized. WinAgents Rhino Terminal c&@hange number of rows and columns
automatically depending on the terminal window size, making more rows and columns
for larger window and less rows and columns for smaller windSeale the font
changing the font sizena preserving number of rows and columns;Retain number
of rows and columnsautomatically displaying vertical and horizontal scroll bars when
window is resized;

1 Encoding; codepage of terminal window;
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9 PassthruPrinting ¢ printer to redirect print output WinAgents Rhino Terminal supports
Passthru printing technology, allowingdieecting print output to a locally connected
printer. All printing processing should occur on the remote host, and prepared page may
be sent to the local printer using ANSI passtprint codes.

=X
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- 27 Z Modem Local line editing
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K.ey mappings
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[] Shift averides mouse behavior
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FigurelO. The Keyboard and Mouse Properties.

Terminal emulation optiongor input devicesan be set on th&eyboard/Mousetab.

1 FunctionalKeys&Keypad ¢ specified what escape sequences will be set to the remote
host when a functional key is pressed. The following functional keys emulation schemes
are supportedESC+-Linux XTerm VT40QVT100+SCQ

1 Backspace&ends DEL if the option is checked, the code for DEL key will be sent to the
remote host when Backspa key is pressed;

1 Home & Endkeys RXVMode ¢ if the option is checked, the nectompatible codes will
be sent to the remote host when Home or End is pressed, instead standard code;

1 Add CR tdncoming LF, if the option is checked, carriage return coddlWwe added to
incoming line feed characters;

1 Localkchoc local echo mode that is used in terminal emulation, cab&o, Force On
or Force Off Usually, the remote host sends back characters when a key is pressed and
the corresponding character codedent to it. In this case local echo should be turned
2FF:T 20KSNBA&AST AT (GKS NBY20S Kz2al R2Sa
nothing is displayed when you type on the keyboard, this options should be turned on.
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WinAgents Rhino Terminal can @lautomatically detect the status of local echo and
decide whether turn it on or off;

1 Localline Hiting ¢ line editing mode that is used in terminal emulation, canfeo,
Force Onor Force Off This determines how line editing is working when you pregs
keys on the keyboard. When local line editing is off, each press of a key sends the
corresponding character code to the remote ho%then local line editing is on,
character codes are note sent immediately to the remote host, but they are placed in a
local editing buffer instead, and all line editing is handled locally. Then when Enter key is
pressed the whole buffer is sent to the remote host. Usually, this setting should be
configured alongside withocal echo

1 Key Mappings ¢ userdefined keymappingstable. You mayAdd, Edit, and Remove
mappings in the list. Each time when a key is pressed, WinAgents Rhino Terminal checks
if a mapping for this key is configured, and if it finds the mapping it sends the
corresponding mapped characters to the remote hiostead of the original code of the
key;

1 MouseBEmulation ¢ specifies actions assigned to Right and Middle mouse buttons;

1 Shift Overrides Mouse Behavior ¢ if this option is checked, when Shift key is pressed,
default actions will be performed when eith&ight or Middle button is pressed.

r

-
Connection Properties [éj

= Connection
Transfer
i e General -
- Protocol Uploads folder: c:\Modeml ploads |
¢ - RouterTweak, Diownloads folder: M odernD ownloads |
—|- Terminal
- Emnulation Transfer initiation commands
- Kevboard/Mouze
-5 7 b odem #Hhodem upload: I
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Figurell. File Transfer Properties.
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WinAgents Rhino Terminal includes functiotyalimplementing file transfers using X/¥f@odem
protocols.X/Y/Z-modemtab contains the following options:

T

L 2 R

Upload folder ¢ full path to a folder, where Rhino Terminal should search for files that
are transferred to the remote host;

Download folderg full path to a folder, where Rhino Terminal should store files that are
received from the remote host;

XModem upload¢ command that is sent by WinAgents Rhino Terminal to initidfitea
transferfrom the local host to the devicda xXModem protocaol,

XModem downloadc command that is sent by WinAgents Rhino Terminal to initiate a
file transferfrom the remote host to e local hostiia XModem protocaol;

YModem upload¢ command that is sent by WinAgents Rhino Terminal to initiate a file
transfer from the local host to the device vidwodem protocol;

YModem download¢ command that is sent by WinAgents Rhino Terminahitiate a

file transfer from the remote host to the local host vidMddem protocol;

ZModem uploadg command that is sent by WinAgents Rhino Terminal to initiate a file
transfer from the local host to the device vidVibdem protocol;

ZModem downloadg command that is sent by WinAgents Rhino Terminal to initiate a
file transfer from the remote host to the local host vidMiddem protocol.

YR R2gyt2FIR O2YYlIyRa Oly O2yil Ay &:a¢é

is replaced by thectual list of file names.

Generating Keys for a SSHConnection

WinAgents Rhino Terminal has a birilikkeys generation utility, which could be used to create a pair of
private and public keys and save them for later uBg.run the key generator press tli&enerate keys
button in the Connection Propertiesvindow, on the Protocol tab. The following parameters of a
generated keys pair can be specified:

= =4 —a A

KeyCGomment ¢ humanreadable string that identifies and describes the key;
KeyPassphrase; password to accesthe key;

ConfirmPassphrase repeat password to check;

Algorithm ¢ key generation algorithm to use, WinAgents Rhino Terminal supports RSA
and DSS algorithms;

KeyLength inBits ¢ length of the key.
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Keys Generator [ﬁ
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Figurel2. The Key GeneratdNindow.

After all settings are specifiegress theGeneratebutton. The generation process runs, during the keys
generation you will be prompted to move mouse pointer over the generation window to create some
randomness for the keys. When the keys getierais completed, you can save private and public keys.

Organizing Connections

WinAgents Rhino Terminal maintains hierarchical structure of the connections catalog, allowiigdree
organization of the connections in foldef®his helps organizing largenount of connections in an easy
to-access catalog. You can create, rename, delete, and move folders in the connections catalog, anc
move connection between them.

To create a folder, press thdew Folderbutton on the Saved Connectiongab of the Connectto
window. You will be prompted for a name and location of a new folder.

To rename a folder, select in the catalog and pressRhapertiesbutton. You will be prompted for a
new name.

To delete a folder, press thBelete button. This will delete the foldeitself as well as all connections
that are stored in it.
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Figurel3. Organizing Connections.

To move a connection to a folder, or move a folder to another fgldelect the folder or the connection
andpressthe Move to button. You will be prompted for a new location of the selected item.

Specifying Default Connection Properties

WinAgents Rhino Terminaequires a lot of parameters to be specified for a connection. To make
connection creation easier, you can configure defaalugs for different connection properties, and
every time you create a new connection WinAgents Rhino Terminal will automatically use default
parameters for it, so you need to configuaiesmaller set of options.

To configure default connection propertiedick the Program Optionscommand. In the Program
Options window press theConfigure default connection settingbutton. WinAgents Rhino Terminal
displayshe Connection Propertiesvindow where you can set default values for a connection.
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The RouterTweak Extensions are special tools which helps network administrateisualy edit the
configuration files of devices manufactured by the Cisco Systems, Inc.

Once you connect to metwork device usindgRhino Terminalyou have a numbesf tools allowing you to

make your work with Cisco routers and switches more visual and effective. Knowing the principles of
working with the command line interface of Cisco devices, you can use RouterBxaisionsto
automate the most common tasks oetwork device administration. This approach saves your time by
allowing you to hand over routine operations to the program. Here is a number of benefits you get if
you use RouterTwedkchnology

1 Reducing the time needed to connect to a devi¢daving speified the username and password
for connecting to a device only once, you will not have to spend time on entering them again
when you connect to your router next time. WinAgents Rhino Terminal will enter the account
data itself and switch to the privilegdemode if necessary.

1 Viewing the configuration of a device in a convenient forndust click once to get the
configuration of your device in a visual form. Syntax highlighting and the structure tree of the
device configuration will allow you to quickerdiyour bearings among numerous configuration
commands. For instance, all you need to do in order to switch to the settings of a certain
interface is select this interface in the configuration tree.

1 Increasing the speed of work with access control listsC{A.Rhino Terminal allows you to do
without a TFTP server while editing access control lists. You can add, edit and remove
commands located in the middle of ACLs. The program knows about the peculiarities of using
the command line interface for working thi Cisco access control lists and takes them into
account while editing ACLs.

T Usability in editing the configuration of devicedt is easier to edit configuration commands due
to the context help system. While you are adding a new command to the coafigurfile,

Rhino Terminal requests its possible parameters from the device. In the process of editing
commands, you see the list of available variants for each command all the time and can select
one of them without entering the entire string.

9 Usabilityin carrying out common tasks of Cisco device administrati®everal mouse clicks are
enough to print out the configuration of a device, copy it to a file or save it to NVRAM.

Rhino Terminal contains affective build-in configuration files editor for wich supports most popular
network devices of Cisco Systems. Bg your requesthe programacquiresthe configuration file from
the device andpens it in the editorInstead of you, the application will do everything necessary in the
command line. And yowill be able to focus on the device configuration using context help.

But it does not turn the application into a "black box". You are constantly in control of its actions and the
results of your operationsThe entire process of command exchange betweabe devices being
configured andRhino Terminaik displayed in the terminal window.

Another convenient feature dRhino Terminais the permanent availability of the window for terminal
access to the device. Thus, you can combine the two methods ofrvgorkith the device.

For detailed information about basic operationsing RouterTweakxtensions see the corresponding
sections:
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