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Overview  

WinAgents Rhino Terminal is a full-featured, convenient, and easy-to-use terminal emulation client. 

With WinAgents Rhino Terminal you receive a flexible tool for accessing remote hosts and network 

devices via the TELNET and SSH protocols. Clear user interface, scripting technology and ability to 

connect and log on to a remote host with a single mouse click make your work productive and 

comfortable. 

WinAgents Rhino Terminal advantages: 

Support of multiple simultaneous sessions in tabs.  

Quick access to a remote host.  

Support of SSH, TELNET and Serial communication protocols.  

Emulation of different terminal types: ANSI, VT52, VT100, VT220, Linux, XTerm.  

wƻǳǘŜǊ¢ǿŜŀƪϰ ǘŜŎƘƴƻƭƻƎȅ ς visual editing for configuration files of network devices manufactured by 

Cisco Systems.  
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Features 

Protocols and standards support in WinAgents Rhino Terminal: 

Network Protocols SSH Versions: SSHv1 and SSHv2 
 
Encryption algorithms: AES, 
Blowfish, 3DES, DES 
 
Authentication:  password, 
DSA/RSA key, keyboard 
interactive 
 
Data compression 

TELNET TELNET options 

Terminal Emulation  VT52, VT100, VT220, XTerm, 
Linux, ANSI 
 
ANSI colors 
 
National languages character 
encodings and UNICODE 
 
Advanced keyboard and mouse 
configuration 

File Transfer  X/Y/Z-Modem protocols for file 
transfers 

RoutŜǊ¢ǿŜŀƪϰ ¢ŜŎƘƴƻƭƻƎȅ  Visual editing for configurations 
of network devices 
manufactured by Cisco Systems 
 
Support of Cisco IOS, Cisco 
CATOS, and Cisco PIXOS 
 
Command completion and 
context hints in configuration 
editor 
 
Syntax highlighting both in CLI 
and in editor 

Embedded Scripting  Automation of routine 
operations using JScript 
 
Script recording 

Convenient use  Multiple active sessions 
organized in tabbed interface 
 
Connecting and logging on to a 
remote host with a single mouse 
click 
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Getting Started  

The Main Window  
This topic describes WinAgents Rhino Terminal main window. 

The main window of the program appears on the screen after a connection to the remote host is 

established. The way this window looks like depends on the program settings and the current 

connection status.  

The main area of the window is occupied by terminal emulator. WinAgents Rhino Terminal allows 

working with multiple remote hosts at the same time, opening many connections and terminal 

emulators and organizing them in tabs. Each tab corresponds to a single established connection. 

.ȅ ŘŜŦŀǳƭǘΣ ²ƛƴ!ƎŜƴǘǎ wƘƛƴƻ ¢ŜǊƳƛƴŀƭ ǿƛƴŘƻǿ ŘƻŜǎƴΩǘ Ŏƻƴǘŀƛƴ ǘƘŜ ƳŜƴǳ ōŀǊΣ ŀƴŘ ŀƭƭ ŎƻƳƳŀƴŘǎ ŀǊŜ 

accessible via the toolbar. You can show the menu at any time by clicking Tools | Show Menu Bar 

command. 

 

Figure 1 Rhino Terminal Main Window 

Establishing a Connection  
WinAgents Rhino Terminal is full-featured terminal emulation software that provides you with all 

functions of standard ANSI, Linux, or VT-type terminals as well as extended functions which simplify 

work with remote hosts.  

To establish a connection to a remote host, click Connect command in the toolbar. You will see Connect 

to window with two tabs: New Host and Saved Connections.  
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The first tab New Host can be used to establish a connection to the remote host by specifying only 

several important parameters. Refer to Using Quick Connect section on page 12 for more details on 

using Quick Connect feature. 

The second tab Saved Connections can be used to organize a catalog of connection parameters for 

different remote hosts, and then connect to them simply by selecting pre-configured connection. Refer 

to Creating, editing and deleting a connection on page 13 for more details. 

After the remote host is selected, press Connect button to initiate a session. 

5ÓÉÎÇ 2ÏÕÔÅÒ4×ÅÁËΆ %ØÔÅÎÓÉÏÎÓ 
WinAgents RoǳǘŜǊ¢ǿŜŀƪϰ ƛǎ ŀ ǘŜŎƘƴƻƭƻƎȅ ǘƘŀǘ makes your work with Cisco routers and switches more 

visual and effective. Knowing the principles of working with the command line interface of Cisco devices, 

you can use WinAgents Rhino Terminal to automate the most common tasks of network device 

administration.  

WinAgents Rhino Terminal offers you two ways to work with devices. You can use the terminal shell to 

work with the command line interface directly. In this case you will have a standard set of command line 

tools enhanced by syntax highlighting. Syntax highlighting makes it easier to find what you need in the 

results of executed commands, which makes your work more effective. 

A more effective and faster method of editing the configuration of a device is using the built-in editor. In 

this case the program requests the configuration file from the device and allows you to edit it. Instead of 

you, the application will do everything necessary in the command line. And you will be able to focus on 

the device configuration using context help. The entire process of command exchange between the 

devices being configured and WinAgents Rhino Terminal is displayed in the terminal window. 

²ƛƴ!ƎŜƴǘǎ wƻǳǘŜǊ¢ǿŜŀƪϰ 9ȄǘŜƴǎƛƻƴǎ ŀǊŜ ŘŜǎƛƎƴŜŘ ŜǎǇŜŎƛŀƭƭȅ ŦƻǊ /ƛǎŎƻ Lh{Σ /!¢h{ ŀƴŘ tL·h{-based 

devices, and available for a connection if Vendor and Model fields are set to any supported Cisco device. 

tƭŜŀǎŜ ƴƻǘŜΣ ǘƘŀǘ ȅƻǳ Ŏŀƴ ŎƻƴǘǊƻƭ wƻǳǘŜǊ¢ǿŜŀƪϰ 9ȄǘŜƴǎƛƻns availability on a global program level by 

turning them on or off in Program Options. 

Refer to the following sections for more details: 

¶ wƻǳǘŜǊ¢ǿŜŀƪϰ 9ȄǘŜƴǎƛƻƴǎ on page 26 

¶ Built-in Configuration File Editor on page 27 

¶ Program Options on page 33 
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How do I... 

Connect to a Host wit h TELNET/SSHv1/SSHv2 Protocol  
WinAgents Rhino Terminal is full-featured terminal emulation software which provides easy and 

convenient way to connect to remote hosts via TELNET, SSH, or Serial protocols. To quickly establish a 

connection to a remote host perform the following steps: 

¶ Press the Connect button in the main Rhino Terminal window or in the toolbar; 

¶ Use Quick Connect feature. In the Connect To window, make sure that the New Host 

tab is active, and enter a ǊŜƳƻǘŜ ƘƻǎǘΩǎ 5b{-name or IP-address in the Address field; 

¶ Select a protocol you want to use for the connection; 

¶ Select a terminal type you want to use for the connection; 

¶ Select a vendor and a ƳƻŘŜƭ ƻŦ ǘƘŜ ǊŜƳƻǘŜ ƘƻǎǘΣ ƛŦ ȅƻǳ ŘƻƴΩǘ ƴŜŜŘ wƻǳǘŜǊ¢ǿŜŀƪϰ 

Extensions for the connection, you can set Vendor to Others, Model to Generic 

Network Device; 

¶ Press the Connect button. 

You can save the settings you configure for the connection for future use in the connections catalog by 

pressing the Save Connection button.  

You can also configure advanced parameters of the selected protocol and terminal emulation by 

pressing the corresponding Configure button. 

 

Establish a Raw Connection to a Host to Use POP3/SMTP or Similar Text-based 

Protocol  
WinAgents Rhino Terminal can be used to establish connections to remote hosts that use simple text-

base protocols such as POP3 or SMTP. This section describes how to configure the connection in this 

scenario. 

¶ Press the Connect button in the main Rhino Terminal window or in the toolbar; 

¶ Use Quick Connect feature. In the Connect To window, make sure that the New Host 

ǘŀō ƛǎ ŀŎǘƛǾŜΣ ŀƴŘ ŜƴǘŜǊ ŀ ǊŜƳƻǘŜ ƘƻǎǘΩǎ 5b{-name or IP-address in the Address field; 

¶ Select the TELNET protocol to use for the connection, specify correct port number which 

is used by the protocol you want to use (e.g. POP3 uses port 110, SMTP uses port 25, 

etc.), and check the 5ƻƴΩǘ ƴŜƎƻǘƛŀǘŜ ƻǇǘƛƻƴǎ option; 

¶ Set the terminal type to XTerm and press the Configure button to configure terminal 

emulation extended properties; 

¶ In the Connection Properties window select the Keyboard/Mouse options and set Local 

Echo and Local Edit to Force On, press OK to save the settings; 

¶ Select vendor and model of the remote host, set Vendor to Others, Model to Generic 

Network Device; 

¶ Press the Connect button. 

This will connect to the remote host and open a terminal window where you can enter protocol 

commands and see protocol replies. 
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Automate Login Procedure  
WinAgents Rhino Terminal simplifies routine operations that are needed to establish a connection to 

the remote host and perform a logon. It introduces an automatic logon feature, which, when is turned 

on for the connection, automates logon process as much as possible. This section describes how to set 

up an automatic logon procedure for a connection. 

¶ Press the Connect button in the main Rhino Terminal window or in the toolbar; 

¶ Use Quick Connect feature. In the Connect To window, make sure that the New Host 

ǘŀō ƛǎ ŀŎǘƛǾŜΣ ŀƴŘ ŜƴǘŜǊ ŀ ǊŜƳƻǘŜ ƘƻǎǘΩǎ 5b{-name or IP-address in the Address field; 

¶ Select a protocol you want to use for the connection; 

¶ Press the Configure button, in the Connection Properties window click the Logon node 

in the tree on the left; 

¶ Check the Automatically Logon to host option; in the corresponding fields enter the 

username and password to use during automatic logon; 

¶ Select one of the supported logon methods. If the remote host requires a username and 

password only, which is the most common case, choose Default Logon Script. Default 

logon script awaits prompts to enter either a username or a password from the remote 

host, and replies with the values you entered in the Username and Password fields. 

Configure prompts that are sent by the remote host and should be recognized by 

WinAgents Rhino Terminal in Username Prompt and Password Prompt; 

¶ Press OK to save the settings and return to the Connect To window; 

¶ Select a terminal type you want to use for the connection; 

¶ {ŜƭŜŎǘ ŀ ǾŜƴŘƻǊ ŀƴŘ ŀ ƳƻŘŜƭ ƻŦ ǘƘŜ ǊŜƳƻǘŜ ƘƻǎǘΣ ƛŦ ȅƻǳ ŘƻƴΩǘ ƴŜŜŘ wƻǳǘŜǊ¢ǿŜŀƪϰ 

Extensions for the connection, you can set Vendor to Others, Model to Generic 

Network Device; 

¶ Press the Connect button. 

After the connection is configured, you can save for the future use by pressing Save Connection button. 

See also Connections Overview on page 12. 

If the remote host you are going to connect to uses more complex login procedure than requesting a 

username and password, you can select another method of implementing a logon procedure.  See also 

Connection Properties on page 14. 

 

Transfer a File with X/Y/Z -modem  Protocol  
WinAgents Rhino Terminal allows you to transfer files between the local and remote hosts using one of 

the widely supported X-modem, Y-modem, or Z-modem protocols. This section describes how to send 

and receive a file using the Z-modem protocol. 

To download a file from the remote host, while logged on the host, click the Transfer | Receive 

ZModem command. In the Receive ZMODEM window enter a transfer command and a name of file to 

transfer, select a folder, where the file should be stored on the local machine. Press the Transfer button 

to initiate the transfer. 

To upload a file to the remote host, while logged on the host, click the Transfer | Send ZModem 

command. Select file to transfer and press the Open button. In the Send ZMODEM window check the 
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command which will be sent to the remote host to start the transfer. You can add additional file to the 

transfer list if needed. Press the Transfer button to initiate the transfer. 

 

Figure 2. Send ZMODEM Window. 

Edit a Configuration of a Cisco Device UÓÉÎÇ 2ÏÕÔÅÒ4×ÅÁËΆ Extensions  
WinAgents Rhino Terminal ƛƴŎƭǳŘŜǎ wƻǳǘŜǊ¢ǿŜŀƪϰ ǘŜŎƘƴƻƭƻƎȅΣ ǿƘƛŎƘ ǇǊƻǾƛŘŜǎ ŀ ǇƻǿŜǊŦǳƭ ŀƴŘ 

convenient way to edit configurations of network devices running under Cisco IOS, Cisco CATOS and 

Cisco PIXOS. This technology incorporates syntax highlighting, code completion, tools for ACL editing in a 

grid-style visual configuration editor. This section describes how to set up a connection to use 

wƻǳǘŜǊ¢ǿŜŀƪϰ 9ȄǘŜƴǎƛƻƴǎΦ 

¶ Press the Connect button in the main Rhino Terminal window or in the toolbar; 

¶ Use Quick Connect feature. In the Connect To window, make sure that the New Host 

ǘŀō ƛǎ ŀŎǘƛǾŜΣ ŀƴŘ ŜƴǘŜǊ ŀ ǊŜƳƻǘŜ ƘƻǎǘΩǎ 5b{-name or IP-address in the Address field; 

¶ Select a protocol you want to use for the connection; 

¶ Set Vendor to Cisco, and select a model of your Cisco device; 

¶ Press the Configure button, in the Connection Properties window click the Logon node 

in the tree on the left; 

¶ Check the Automatically Logon to Host option; in the corresponding fields enter the 

username and password to use during the automatic logon; 

¶ Select one of the supported logon methods. If the remote host requires a username and 

password only, which is the most common case, choose Default Logon Script. Default 

logon script awaits prompts to enter either a username or a password from the remote 

host, and replies with the values you entered in the Username and Password fields. 

Configure prompts that are sent by the remote host and should be recognized by 

WinAgents Rhino Terminal in Username Prompt and Password Prompt; 



11 | P a g e 
 

¶ Click the RouterTweak node in the tree on the left; 

¶ Check the Enter Enable Mode and Show Running Configuration options, enter the 

Enable Password which should be used to enter the privileged command mode; 

¶ Press OK to save the settings and return to the Connect To window; 

¶ Press the Connect button. 

tƭŜŀǎŜ ƴƻǘŜ ǘƘŀǘ wƻǳǘŜǊ¢ǿŜŀƪϰ 9ȄǘŜƴǎƛƻƴǎ ŀǊŜ ŘŜǎƛƎƴŜŘ ŜǎǇŜŎƛŀƭƭȅ ǘƻ ǿƻǊƪ ǿƛǘƘ /ƛǎŎƻ ŘŜǾƛŎŜǎΣ ŀƴŘ ǘƘŜȅ 

ŀǊŜ ƴƻǘ ŀǾŀƛƭŀōƭŜ ŦƻǊ ƻǘƘŜǊ ǘȅǇŜǎ ƻŦ ƘƻǎǘǎΦ ¸ƻǳ Ŏŀƴ ŘƛǎŀōƭŜ ǳǎŜ ƻŦ wƻǳǘŜǊ¢ǿŜŀƪϰ 9ȄǘŜƴǎƛƻƴǎ ƻƴ ǘƘŜ Ǝƭƻōŀƭ 

level in program options. 

See also wƻǳǘŜǊ¢ǿŜŀƪϰ 9ȄǘŜƴǎƛƻƴǎ on page 26. 

Record and Play a Script  
WinAgents Rhino Terminal can record commands that you enter in the terminal window while working 

with the remote host, store them as a script, and then play the recorded script every time you need to 

repeat the recorded command sequence. 

To record a script click the Script | Start Recording command, and perform actions in the terminal 

window you want to be recorded in the script. Then click the Script | Stop Recording command. 

WinAgents Rhino Terminal prompts for a file name to save the script. 

To execute a script click the Script | Execute Script command, and select the file containing the script to 

execute. 

Use a Command -Line Argume nts When Running Rhino Terminal  
WinAgents Rhino Terminal could be launched from the Windows command prompt with various 

command line arguments. This section describes how to run WinAgents Rhino Terminal from the 

command prompt and open a connection to a remote host. 

The following command launches WinAgents Rhino Terminal and establishes a connection to the 

remote host with the IP-address 192.168.1.1, using default connection settings: 

rterm 192.168.1.1 

The following command launches WinAgents Rhino Terminal and establishes uses connection settings of 

ǘƘŜ ŎƻƴƴŜŎǘƛƻƴ ά.ƻǊŘŜǊ D²έ ŦǊƻƳ ǘƘŜ ŎŀǘŀƭƻƎ ƻŦ ŎƻƴƴŜŎǘƛƻƴǎΥ 

rterm ςƻ ά.ƻǊŘŜǊ D²έ 

See Command Line Arguments on page 37 for more information. 
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Managing Connections  

Connections Overview  
WinAgents Rhino Terminal stores all settings it requires to communicate with the remote host as a 

connection. The connection stores the target host address, communication protocol parameters and 

terminal emulation settings that should be applied. To establish the communication to a host you need 

to specify connection parameters that WinAgents Rhino Terminal should use. You can either specify only 

a basic set of important options such as address of the remote host and which communication protocol 

should be used or you can set up every detail for a connection: select and configure communication 

ǇǊƻǘƻŎƻƭΣ ǘŜǊƳƛƴŀƭ ŀƴŘ ƪŜȅōƻŀǊŘ ŜƳǳƭŀǘƛƻƴ ǇǊƻǇŜǊǘƛŜǎ ŀƴŘ ǎǇŜŎƛŦȅ ǎŜǘǘƛƴƎǎ ŦƻǊ wƻǳǘŜǊ¢ǿŜŀƪϰ 

Extensions. 

WinAgents Rhino Terminal provides two ways of creating and establishing connection to a host.  

¶ Quick Connect. You only need to specify the address of the remote host, select one of 

the supported protocols and terminal types. Then you can either save connection for 

the future use or connect to the host immediately without saving. 

¶ Creating and configuring a new connection. You can create a new connection and 

configure all communication settings and then store it in the WinAgents Rhino Terminal 

connections database. After this you can use your connection at any time. 

Using Quick Connect 
By using Quick Connect feature you can easily establish a connection to the remote host. To initiate the 

session you need to enter only the IP-address or DNS-name of the remote host, choose the protocol and 

the type of terminal to use during the session.  

Start Quick Connect by pressing the Connect button or by clicking the Host | Connect command in the 

program main menu. In the Connect To window select the New Host tab. 

You can specify the following parameters: 

¶ Address ς IP-address or DNS-name of the remote host to connect to; 

¶ Protocol ς one of the supported by Rhino Terminal protocols to use: TELNET, SSH or 

Serial connection; 

¶ Port ς port number to use; 

¶ Terminal ς terminal type that should be emulated; 

¶ Vendor ς vendor of the device you are going to connect to; 

¶ Device ς type of the device you are going to connect to. 

The last two fields (Vendor and Device) ŀǊŜ ǇǊƛƳŀǊƛƭȅ ǳǎŜŘ ǘƻ ǎǳǇǇƻǊǘ wƻǳǘŜǊ¢ǿŜŀƪϰ 9ȄǘŜƴǎƛƻƴǎΣ ǘƻ 

ǿƻǊƪ ǿƛǘƘ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƎǊƛŘ ŀƴŘ ǎǳǇǇƻǊǘ ǎȅƴǘŀȄ ƘƛƎƘƭƛƎƘǘƛƴƎ ƛƴ ǘƘŜ ǘŜǊƳƛƴŀƭ ǿƛƴŘƻǿΦ LŦ ȅƻǳ ŘƻƴΩǘ ƴŜŜŘ 

such features for the session or you are not sure which device type to choose or your device is no in the 

list of supported devices you can set Vendor to Others and Device to Generic Network Device. This 

ǎŜǘǳǇ ŘƻŜǎƴΩǘ ŀƭƭƻǿ ǳǎƛƴƎ wƻǳǘŜǊ¢ǿŜŀƪϰ 9ȄǘŜƴǎƛƻƴǎ ŀƴŘ ǎƘƻǳƭŘ ǿƻǊƪ ǿƛǘƘ ŀƭƭ ǘȅǇŜǎ ƻŦ ŘŜǾƛŎŜǎΦ 

It is possible to save session setting for the future use by pressing the Save Connection button. 
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Figure 3. Using Quick Connect 

Creating, Editing and Deleting a Connection  
WinAgents Rhino Terminal maintains a catalog of connections which provides a convenient way of 

organizing large amount of connection parameters for different remote hosts. The catalog of 

connections allows user to store connection parameters and then quickly establish the connection the 

remote host by selecting previously configured connection parameters instead of entering them again.  

The catalog of connections can be displayed by pressing the Connect button or by clicking the Host | 

Connect command in the program main menu. In the Connect To window select the Saved Connections 

tab. All connections in the catalog are organized in a tree. The following commands are provided to 

manage the tree of connections: 

¶ New Connection ς creates a new connection and displays connection properties dialog 

where you can specify connection parameters; 

¶ New Folder ς creates a new folder in the tree. You will be prompted for a name for the 

new folder and it location in the tree; 

¶ Properties ς invokes properties editing window for the current selected element in the 

catalog of connections; 

¶ Move to ς moves selected connection or folder into the specified folder. You will be 

prompted to point the folder where to move the element to; 

¶ Delete ς deletes current selected connection or folder from the catalog. 
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Figure 4. Connections Catalog. 

Connection Properties  
This section describes the Connection Properties window and how to configure connection parameters. 

The Connection Properties window organizes parameters in tabs, which are presented in a tree-like 

structure on the left.  

The General tab contains a basic set of parameters: 

¶ Address ς IP-address or DNS name of the remote host to connect to; 

¶ Title ς readable name for the connection which is displayed in the device catalog; 

¶ Vendor ς vendor of the remote device, this option is important if RƻǳǘŜǊ¢ǿŜŀƪϰ 

Extensions are used for the connection, otherwise it is acceptable to select Others; 

¶ Device ς type or model of the device. This field works in conjunction with the previous 

field, Vendor. If model of the remote host is unknown or not listed, and there is no need 

ƛƴ ǳǎƛƴƎ wƻǳǘŜǊ¢ǿŜŀƪϰ 9ȄǘŜƴǎƛƻƴǎ ƛǎ ŀŎŎŜǇǘŀōƭŜ ǘƻ ǎŜƭŜŎǘ Generic Network Device. 
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Figure 5. The General Tab of Connection Properties Window. 

The Protocol tab allows specifying a protocol for the session and configuring protocol parameters: 

¶ Protocol ς one of the three protocols can be selected: TELENET, SSH or Serial 

connection via the COM port. 

For each protocol several additional settings can be configured. For the TELNET protocol the following 

options are supported: 

¶ Port ς port number for the TELENET protocol to use, 23 by default; 

¶ 5ƻƴΩǘ bŜƎƻǘƛŀǘŜ ¢ŜƭƴŜǘ hǇǘƛƻƴǎ ς if this option is checked, WinAgents Rhino Terminal 

ǿƻƴΩǘ ŀǘǘŜƳǇǘ ǘƻ ǎŜƴŘ ƻǊ ǊŜǎǇƻƴŘ ǘƻ ¢9[b9¢ ƻǇǘƛƻƴǎ ǊŜǉǳŜǎǘǎΦ ¢Ƙƛǎ Ƴŀȅ ōŜ ǳǎŜŦǳƭ ǿƘŜƴ 

establishing connection to the remote host which requires raw text-based connection, 

e.g. POP3 or SMTP server. 
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Figure 6. The Protocol Tab of Connection Properties Window. 

 

For the SSH protocol the following options can be specified: 

¶ Port ς port number for the SSH protocol to use, 22 by default; 

¶ Version ς version of the SSH protocol, you can choose from SSH version 1 (SSHv1), SSH 

version 2 (SSHv2) and auto detection. In the last case, WinAgents Rhino Terminal tries to 

decide correct protocol version based on the identification string sent by the remote 

host; 

¶ Authentication methods ς which authentication methods should be used. WinAgents 

Rhino Terminal supports SSH authentication based on Password, DSA/RSA keys, and 

Keyboard Interactive authentication. If the Password and/or Keyboard Interactive 

options are checked, the program will ask for password during the session initiation. If 

the DSA/RSA Key option is checked, you should provide a private key file in OpenSSH, 

IETF, or PuTTY format and Passphrase for the key, if any. The program will try to use the 

supplied key for authentication. You can also generate public/private keys pair by 

pressing the Generate key button. 

¶ Encryption algorithms ς which encryption algorithms should be used. WinAgents Rhino 

terminal supports AES, Blowfish, 3DES, and DES algorithms. You can specify which 

algorithms should be used for the session and configure their priorities by moving up 

and down in the list by pressing the Up and Down buttons. 
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¶ Compression ς whether data compression should be used. If the Enable Compression 

option is checked, WinAgents Rhino Terminal will try to compress all data transmitted 

over the network. It is also possible to specify the level of compression, the higher the 

level the higher is the compression. Higher levels of compression require more 

processing power and may cause significant performance penalty on the remote host. 

For the Serial connection the following options can be configured: 

¶ Communication port ς COM port that will be used for connection; 

¶ Bits per second ς baud rate at which the communications device operates; 

¶ Data bits ς number of bits in the bytes transmitted and received; 

¶ Parity ς parity scheme to be used. The following parity schemes are supported: None, 

Even, Odd, Space, and Mark; 

¶ Stop bits ς number of stop bits to be used; 

¶ Flow control ς type of flow control. The following types are supported: Software, 

Xon/Xoff, and Hardware. 

 
 

Figure 7. The Logon Tab of Connection Properties Window. 

The Logon tab contains parameters which are used by Rhino Terminal to automatically logon to the 

remote host. Rhino Terminal supports three different procedures of automatic logon. 

¶ Default logon script ς Built-in procedure implementing standard logon, when remote 

host asks for username and password. When connection to the remote host is 
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established, Rhino Terminal waits for username or password prompt from the device 

and replies with username or password configured for the connection based on the 

prompt received. This is the least flexible procedure which is suitable for simple logon 

scenarios that are used on the most network devices. 

¶ Command sequence ς This procedure allows you to specify a sequence of prompts 

received from the remote host and replies that should be sent. After connection to the 

remote host is established Rhino Terminal waits for the prompt, then compares 

received prompt against the configured sequence, indentifies which reply it should send 

back to the remote host and sends it. Logon procedure completes when Rhino Terminal 

receives the prompt which is the last in the sequence. You can also specify whether 

initial Carriage Return should be sent before any prompt is received. 

¶ Custom script in JScript ς After connection is established Rhino Terminal executes 

specified script written in JScript scripting language. This script performs logon as 

needed. This is the most flexible way to specify and configure logon procedure. 

The following options could be configured: 

¶ Automatically logon on host ς if option is checked, WinAgents Rhino Terminal will 

attempt execution of automatic logon procedure; 

¶ Username ς username to use for logon; 

¶ Password ς password to use for logon; 

¶ Logon method ς type of procedure to use to implement logon steps, can be one of the 

following values: Default logon script, Command sequence, Custom script in JScript. 

For different logon methods a different set of options can be specified. Default logon script requires: 

¶ Username prompt ς prompt that the remote hosts sends when it requests a username, 

this value is a regular expression and can contain special regular expression operators; 

¶ Password prompt ς prompt that the remote hosts sends when it requests a password, 

this value is a regular expression and can contain special regular expression operators. 

Command sequence requires: 

¶ Send initial carriage return ς if this options is checked, WinAgents Rhino Terminal will 

send carriage return before implementing logon sequence, this may be useful for 

certain types of remote hosts or for connection via Console (COM port) interface; 

¶ Logon sequence ς a set of prompts that can be received from the remote host during 

logon, with reply strings that will be sent to the remote host when the corresponding 

prompt is received. You can add, edit and delete prompt-reply pairs and move them up 

and down in the list. Please note, that order of prompt-reply pairs matters, WinAgents 

Rhino Terminal implements logon by awaiting for prompts and sending replies from the 

first to the last as specified in the list; 

Custom script in JScript requires: 

¶ Logon script ς full path to the file with script in the JScript programming language, 

implementing custom login procedure. 

After automatic logon is completed, WinAgents Rhino Terminal can execute a custom script. 
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¶ Execute custom script after logon ς if this option is checked, WinAgents Rhino Terminal 

will execute a specified script in JScript programming language after automatic logon 

procedure is completed. 

 

Figure 8. The RouterTweak Extention Properties. 

The RouterTweak tab contains a set of options for RouterTweakϰ Extensions. 

¶ Enter Enable Mode ς if this option is checked, after automatic logon procedure is 

completed, WinAgents Rhino Terminal will enter privileged command mode, on Cisco 

devices default privilege level will be used, and specified enable-mode password is sent 

when requested; 

¶ Show Running Configuration ς if this option is checked, after entering privileged 

command mode WinAgents Rhino Terminal will automatically download running 

configuration from Cisco device and show it in the editor grid; 

¶ Enable Password ς password to use to enter privileged command mode; 

¶ Command Prompt ς prompt that is configured on the remote host in user (non-

privileged mode), this value is a regular expression and can contain special regular 

expression operators; 

¶ Enable Prompt ς prompt that is configured on the remote host in privileged mode, this 

value is a regular expression and can contain special regular expression operators. 

Please note, values specified in Command Prompt and Enable Prompt are also used by default 

automatic logon procedure, so you may need to specify them even if RouterTweakϰ Extensions are 

turned off for the connection. 
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Please note, values specified in Username Prompt, Password Prompt, Command Prompt, and Enable 

Prompt are regular expressions, and several characters are reserved and used as operator symbols. If 

these characters are present in prompts, they should be escaped, refer to regular expressions syntax for 

more details. 

 

Figure 9. The Terminal Emulation Tab of Connection Properties Window. 

The Terminal Emulation tab contains options that describe terminal emulation behavior.  

¶ Terminal Type ς type of terminal to emulate, the following terminal types are 

supported: ANSI, XTerm, VT100; 

¶ Allow ANSI Colors ς turns on color support for terminal emulation; 

¶ Use system Colors ς if this option is checked the colors configured in Windows would be 

used for the terminal window instead of built-in colors; 

¶ Window Size ς Columns, Rows, and Scrollback size of the terminal window; 

¶ Resize Behavior ς specifies which action is performed when the terminal window is 

resized. WinAgents Rhino Terminal can Change number of rows and columns 

automatically depending on the terminal window size, making more rows and columns 

for larger window and less rows and columns for smaller window; Scale the font 

changing the font size and preserving number of rows and columns; or Retain number 

of rows and columns automatically displaying vertical and horizontal scroll bars when 

window is resized; 

¶ Encoding ς codepage of terminal window; 
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¶ Passthru Printing ς printer to redirect print output. WinAgents Rhino Terminal supports 

Passthru printing technology, allowing redirecting print output to a locally connected 

printer. All printing processing should occur on the remote host, and prepared page may 

be sent to the local printer using ANSI passthru print codes. 

 

Figure 10. The Keyboard and Mouse Properties. 

Terminal emulation options for input devices can be set on the Keyboard/Mouse tab. 

¶ Functional Keys&Keypad ς specified what escape sequences will be set to the remote 

host when a functional key is pressed. The following functional keys emulation schemes 

are supported: ESC+~, Linux, XTerm, VT400, VT100+, SCO; 

¶ Backspace Sends DEL ς if the option is checked, the code for DEL key will be sent to the 

remote host when Backspace key is pressed; 

¶ Home & End Keys RXVT Mode ς if the option is checked, the rxvt-compatible codes will 

be sent to the remote host when Home or End is pressed, instead standard code; 

¶ Add CR to Incoming LF ς if the option is checked, carriage return code will be added to 

incoming line feed characters; 

¶ Local Echo ς local echo mode that is used in terminal emulation, can be Auto, Force On, 

or Force Off. Usually, the remote host sends back characters when a key is pressed and 

the corresponding character code is sent to it. In this case local echo should be turned 

ƻŦŦΣ ƻǘƘŜǊǿƛǎŜΣ ƛŦ ǘƘŜ ǊŜƳƻǘŜ Ƙƻǎǘ ŘƻŜǎƴΩǘ ǎŜƴŘ ōŀŎƪ ŎƘŀǊŀŎǘŜǊǎ ǘƻ ǘƘŜ ǘŜǊƳƛƴŀƭ ŀƴŘ 

nothing is displayed when you type on the keyboard, this options should be turned on. 
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WinAgents Rhino Terminal can also automatically detect the status of local echo and 

decide whether turn it on or off; 

¶ Local Line Editing ς line editing mode that is used in terminal emulation, can be Auto, 

Force On, or Force Off. This determines how line editing is working when you pressing 

keys on the keyboard. When local line editing is off, each press of a key sends the 

corresponding character code to the remote host. When local line editing is on, 

character codes are note sent immediately to the remote host, but they are placed in a 

local editing buffer instead, and all line editing is handled locally. Then when Enter key is 

pressed the whole buffer is sent to the remote host. Usually, this setting should be 

configured alongside with Local echo; 

¶ Key Mappings ς user-defined key-mappings table. You may Add, Edit, and Remove 

mappings in the list. Each time when a key is pressed, WinAgents Rhino Terminal checks 

if a mapping for this key is configured, and if it finds the mapping it sends the 

corresponding mapped characters to the remote host instead of the original code of the 

key; 

¶ Mouse Emulation ς specifies actions assigned to Right and Middle mouse buttons; 

¶ Shift Overrides Mouse Behavior ς if this option is checked, when Shift key is pressed, 

default actions will be performed when either Right or Middle button is pressed. 

 

Figure 11. File Transfer Properties. 
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WinAgents Rhino Terminal includes functionality implementing file transfers using X/Y/Z-modem 

protocols. X/Y/Z-modem tab contains the following options: 

¶ Upload folder ς full path to a folder, where Rhino Terminal should search for files that 

are transferred to the remote host; 

¶ Download folder ς full path to a folder, where Rhino Terminal should store files that are 

received from the remote host; 

¶ XModem upload ς command that is sent by WinAgents Rhino Terminal to initiate a file 

transfer from the local host to the device via X-Modem protocol; 

¶ XModem download ς command that is sent by WinAgents Rhino Terminal to initiate a 

file transfer from the remote host to the local host via X-Modem protocol; 

¶ YModem upload ς command that is sent by WinAgents Rhino Terminal to initiate a file 

transfer from the local host to the device via Y-Modem protocol; 

¶ YModem download ς command that is sent by WinAgents Rhino Terminal to initiate a 

file transfer from the remote host to the local host via Y-Modem protocol; 

¶ ZModem upload ς command that is sent by WinAgents Rhino Terminal to initiate a file 

transfer from the local host to the device via Z-Modem protocol; 

¶ ZModem download ς command that is sent by WinAgents Rhino Terminal to initiate a 

file transfer from the remote host to the local host via Z-Modem protocol. 

¦ǇƭƻŀŘ ŀƴŘ ŘƻǿƴƭƻŀŘ ŎƻƳƳŀƴŘǎ Ŏŀƴ Ŏƻƴǘŀƛƴ ά҈ǎέ ǇŀǘǘŜǊƴΣ ǿƘŜƴ ŀ ŦƛƭŜ ǘǊŀƴǎŦŜǊ ƛǎ ƛƴƛǘƛŀǘŜŘ ǘƘƛǎ ǇŀǘǘŜǊƴ 

is replaced by the actual list of file names. 

Generating Keys for a SSH Connection  
WinAgents Rhino Terminal has a built-in keys generation utility, which could be used to create a pair of 

private and public keys and save them for later use. To run the key generator press the Generate keys 

button in the Connection Properties window, on the Protocol tab. The following parameters of a 

generated keys pair can be specified: 

¶ Key Comment ς human-readable string that identifies and describes the key; 

¶ Key Passphrase ς password to access the key; 

¶ Confirm Passphrase ς repeat password to check; 

¶ Algorithm ς key generation algorithm to use, WinAgents Rhino Terminal supports RSA 

and DSS algorithms; 

¶ Key Length in Bits ς length of the key. 
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Figure 12. The Key Generator Window. 

After all settings are specified, press the Generate button. The generation process runs, during the keys 

generation you will be prompted to move mouse pointer over the generation window to create some 

randomness for the keys. When the keys generation is completed, you can save private and public keys. 

Organizing Connections  
WinAgents Rhino Terminal maintains hierarchical structure of the connections catalog, allowing tree-like 

organization of the connections in folders. This helps organizing large amount of connections in an easy-

to-access catalog. You can create, rename, delete, and move folders in the connections catalog, and 

move connection between them. 

To create a folder, press the New Folder button on the Saved Connections tab of the Connect to 

window. You will be prompted for a name and location of a new folder. 

To rename a folder, select in the catalog and press the Properties button. You will be prompted for a 

new name. 

To delete a folder, press the Delete button. This will delete the folder itself as well as all connections 

that are stored in it. 
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Figure 13. Organizing Connections. 

To move a connection to a folder, or move a folder to another folder, select the folder or the connection 

and press the Move to button. You will be prompted for a new location of the selected item. 

Specifying Default Connection Properties  
WinAgents Rhino Terminal requires a lot of parameters to be specified for a connection. To make 

connection creation easier, you can configure default values for different connection properties, and 

every time you create a new connection WinAgents Rhino Terminal will automatically use default 

parameters for it, so you need to configure a smaller set of options. 

To configure default connection properties click the Program Options command. In the Program 

Options window press the Configure default connection settings button. WinAgents Rhino Terminal 

displays the Connection Properties window where you can set default values for a connection. 
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2ÏÕÔÅÒ4×ÅÁËΆ %ØÔÅÎsions 

The RouterTweak Extensions are special tools which helps network administrators to visually edit the 

configuration files of devices manufactured by the Cisco Systems, Inc.   

Once you connect to a network device using Rhino Terminal, you have a number of tools allowing you to 

make your work with Cisco routers and switches more visual and effective. Knowing the principles of 

working with the command line interface of Cisco devices, you can use RouterTweak Extensions to 

automate the most common tasks of network device administration. This approach saves your time by 

allowing you to hand over routine operations to the program. Here is a number of benefits you get if 

you use RouterTweak technology: 

¶ Reducing the time needed to connect to a device. Having specified the username and password 

for connecting to a device only once, you will not have to spend time on entering them again 

when you connect to your router next time. WinAgents Rhino Terminal will enter the account 

data itself and switch to the privileged mode if necessary.  

¶ Viewing the configuration of a device in a convenient form. Just click once to get the 

configuration of your device in a visual form. Syntax highlighting and the structure tree of the 

device configuration will allow you to quicker find your bearings among numerous configuration 

commands. For instance, all you need to do in order to switch to the settings of a certain 

interface is select this interface in the configuration tree.  

¶ Increasing the speed of work with access control lists (ACL). Rhino Terminal allows you to do 

without a TFTP server while editing access control lists. You can add, edit and remove 

commands located in the middle of ACLs. The program knows about the peculiarities of using 

the command line interface for working with Cisco access control lists and takes them into 

account while editing ACLs.  

¶ Usability in editing the configuration of devices. It is easier to edit configuration commands due 

to the context help system. While you are adding a new command to the configuration file, 

Rhino Terminal requests its possible parameters from the device. In the process of editing 

commands, you see the list of available variants for each command all the time and can select 

one of them without entering the entire string.  

¶ Usability in carrying out common tasks of Cisco device administration. Several mouse clicks are 

enough to print out the configuration of a device, copy it to a file or save it to NVRAM.  

Rhino Terminal contains an effective build-in configuration files editor for which supports most popular 

network devices of Cisco Systems Inc. By your request the program acquires the configuration file from 

the device and opens it in the editor. Instead of you, the application will do everything necessary in the 

command line. And you will be able to focus on the device configuration using context help. 

But it does not turn the application into a "black box". You are constantly in control of its actions and the 

results of your operations. The entire process of command exchange between the devices being 

configured and Rhino Terminal is displayed in the terminal window. 

Another convenient feature of Rhino Terminal is the permanent availability of the window for terminal 

access to the device. Thus, you can combine the two methods of working with the device. 

For detailed information about basic operations using RouterTweak extensions, see the corresponding 

sections: 




