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Overview

According to Gartner, about 80% of all network failuses caused by the internal factors such as
incorrect configuratios, weak policiesr human errorslt is extremely difficult to protecthe network
from the administratod Q Y A bedalisé tBed have many privilegasietwork management. In this
situation system failure is only a matter of time. Onehd possibilities to minimize theonsequences
of failuresisto constantlymonitor configuration files of network devices, track changes in
configurationsand have upto-date configuration backups

WinAgents HyperConf is a universal solutiomi@anage the configuration files oetwork devicesfrom
different hardware vendorsWinAgents HyperCopkrforms24/7 network monitoring,detects changes
in it configuration, and maintains configuration backups iraqglate state.Using the program you can
examine thehistoryof changes and, if reessary, returimmediatdy to the stable version of the device
configuration. Thus, WinAgents HyperCgrdatly improves network availability and minimizes losses
caused by various internal and external factors.

WinAgents HyperCombntains a set afoolsto configure your devices. The progrdeeps the Catalog
of Deviceghat stores informatioraboutthe addresses, access methods and euticationparameters
for every deviceWith the built-in tools you can connetbd devicesviaTELNET, SSH and HTTPRST
protocols retrievedevice configuration files to edind upload modified configurations badising
built-in scripting featuresyou can change configurations of many devialesost instantaneously
WinAgents HyperComentralizesconfigurationmanagenent for your network.

System Requirements
The followingminimumsystem configuratiotis recommended foWinAgents HyperConf:

1 CPUintel P4 (or greater)
T Memory:512MB RAM or more
9 Disk spacenot less than 30 MB to install the program, recommended 100 MB
1 Platform: Windows 2000/XP/2003/Vista/2008/7
Quick Start

It is very easy to statsingWinAgents HyperConY.ou need to make only three steps to get the
program to work.

1-2-3-Start!

1. Setdefault parameters to accessdevices

When WinAgents HyperConf starts for the first time, it dispthgdsinitial Configuration Wizard. This
wizard allows you to specify credentials that will be further usgdlefaultto access the deviceBnter
the user name and passwords you use to actlkssnost ofyour devices. Later you can change thieyn
editingconnection profila in theConnection Profilesvindow. Refer toConnection Profilet get
additional information.
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2. Add devices to HyperConf catalog

To enalte the program to work with devices it is necessary to add themthalevices catalog. The
easiest way to do this is to uslee Discovery Wizard. This wizgvdrformsnetwork scan by means of
the SNMP protocolDiscoveredievicesmaybe added tahe devices catalog. You can also add the
devices manuallyin the Devicemenu, clickRegister New Devic® adda newdevice into the catalog.
Refer toDiscovery Wizardnd Adding, Edihg and Removing Devictsget additional information.

3. Setup backup of device configurations

On theDevicemenu, clickConfigure Backupt set upoptions fordevice configuratioa backup You
canspecifydevicesfor which backup procedure will run automaticakgtthe schedule anaonfigure
additionalbackupparameters Refer toBackngup Device Configuratiofilesto get additional
information.

Start!
With a singleclick you can connect to devices, examine the history of device configuration changes,
compare andnodify configurationfiles, and do many other things!

HyperConf Components
WinAgents HyperConf contains the following components:

1 WinAgents HyperConberver¢ Windowd servicerunning in background which implements
HyperConf coréunctions,runs automatic backup operations, etc

1 WinAgents HyperConf ManagerWindowd application thatprovides GUI for WinAgents
HyperConf featuresallows operations witldevices, examinin§YSLOG messages and work with
backup copies adeviceconfigurations.

1 WinAgents TFTP ServeWindowd servicerunning in background whids used taransferthe
configuration files between WinAgents HyperConf Server and network devices. TFTRsserver
essentiafor backingup configurations anaediting configurations offline.

T WinAgents SYSLOG Servicd/indowd servicerunning in background which receives and
proces®sSYSLOG messages that are generateldsentoy devices.

HyperConf Manager

WinAgents HyperConf Managgrovidesan integrated environment to manage configurations of

network deviceslt is the only component of WinAgents HyperConf with which ther works directly,

and ithas a set of tools and graphical user interface elements to access all the functions implemented in
WinAgents HyperConf.

It is important to make yourself familiar with the main WinAgents HyperConf Manager window to work
with the application effectively. The main application window is in the figure 1. It describes some
important features available in WinAgents HyperConf.
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Figurel. WinAgents HyperConf Manager

1. Catalog of Devices WinAgents HyperConf usdsetCatalog of Devicede store access
parameters for network nodes it works with. You can use this to manipulate device registrations
AY 1 @LISNI2yF YR YIFylFr3S NBEIAAGSNBR RSOAOCSaQ
directly from the device or by retrieving them from the HyperConf database.

2. Catalog of Devices ToolbgrUse this to add, edit or remove device registrations manually or to
fill the Catalog of Devicemutomatically with the help athe Network Discovery Wizard

3. Actions for device; Use this to perform operations or run buitt and custom scripts for the
device currently selected in thgatalog of Devices

4. Favoritesc Use this to place yourvorites which are links to the most commonly used devices,
device configurations, or device features for quick access.

5. Favorites Toolbag It contains commands to manage favorites. Use it to add a link to the
device, device configuration or device feature that is already present ig#talog of Devices

6. New Configuratiorg Click this to open a newonfiguration editing windowlt allows entering
configuration commands sequentially libg-line, and then the resulting configuration file may
be saved to a file or uploaded to one or more devices registered ig#talog of Devices

7. Open Configuratiorg Click this to open an existing configuration file. The configuration file can
be reviewed, edited and uploaded to one or more devices registered iC#halog of Devices

8. New scriptg Click this to open a negcript editing windowWinAgents HyperConf can execute
a set of commands or small programs written in JScript programming language across network
devices and gather results.

9. Openscriptc Click this to open an existing file containing either command script or script
written in JScript programming language. The script can be executed across network devices
with the results gathered and stored.
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10.

11.

12.

13.

14.

15.

16.

17.

Compare Configurationg Click this tampen a newconfigurations diff windowIt allows opening
two configuration files sidéy-side and comparing them by determining which lines were
added, removed or changed. You can open configuration files for corapdram disk, retrieve
them from the HyperConf database or download them from a device.

Open CL¢ Click this to open a neterminal emulation windowvhich can be used to connect to
remote hosts via TELNET or SSH protardis hosts connected directly to your computer via
COM ports.

Schedule Backups Click this to open th8ackup Configuratiowindow. It allows specifying the
schedule for automatic backups, select devicesfthe Catalog of Deviceer which automatic
backup is enabled, configurengail notifications, and set up additional backup options.

Logsc Click this to ope®peration LogApplication Lo@r SYSLO®Bindows. WinAgents
HyperConf stores execution histdigr all operations with configurations, such as configuration
downloads, configuration uploads, configuration backups, etc. in the Operation Log. It reports
various systermevel messages and events to the Application Log, which may be useful for
troubleshooting. WinAgents HyperConf contains binltSYSLOG server and received SYSLOG
messages from network devices, stores them and displays in the SYSLOG window.

Profiles¢ Click this to open th€onnection Profiles ManageninAgents HyperConf uses
connection profiles to unify access to the network devices if they use the same set of
credentials. Th€onnection Profiles Managatows creating, editing and deleting connection
profiles. Theydter can be assigned to devices in fhevice Propertiewindow.

Work Area with windowsg WinAgents HyperConf supports working with multiple open
windows of various types displaying configuration files, terminals, ktgs All such windows

are placed to the work area and for each of them tab with its name is placed to the panel above
the work area. Use tabs for quick switching between windows.

Operation resultsg Most of the windows in WinAgents HyperConf perform @iems with
configuration files transferring them to and from devices, or execute a series of commands on
devices capturing output. The whole operation progress is stored and displayed in the current
operation log, which is present in the bottom of the @wow which initiated the operation.
Operations status; Use this to check the current status of running and failed operations with
configuration files of network devices. Click links to open@iperation Logvindow and

examne operation results.

Network Discovery Wizard

You should registerour network devices in th€atalog of Devices in HyperConf before the program can
work with them and manage their configuration filé¥inAgents HyperConf includes a special tool to
make this task easiet the Network Discovery Wizard. Its purpose is to find and automatically register

all network devices that can be controlled via the SNMP protocol and meet the criteria you specify. You
can open the Network Discovery Wizard eithgrclickhg Discover Networkon the Devicestoolbar, or

by clickingDiscover Network Devicesn the Devicesmenu.

The Network Discovery Wizagliides you through the stepy-step process of specifying devices access
parameters, scanning your network and adding discovered devices to the Catalog of Devices. The first
step is to select which types of network nodes should be found:

1

All network nodesc the Network Discovery Wizard wakkarch for all network devices.
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7 Routers and switcheg the Network Discovery Wizard will search foutersand switches only

Thesecondstep isto specify the range of networkseing searchedbr network nodes Youcan choose
one of threeoptions

1 Discover only current networlg scanthe current local area networ@nly.

1 Discover IP networksg scanthe network within the specified range of IP addresses. If you
choosethis option, you shouldgrovide the Network Discary Wizard withP addresses and
masks of the network being searched. You can specify several ranges of IP addresses by adding
them to thenetworkslist by clickingAdd. ClickDeleteto removethe selected network fronthe
list.

1 Seleced distance¢ scannetworkswithin the specifiechumber of hops from the current local
area network. The number of hops is thember of routers thgacketfrom the computer
where the program is installed goes through before it reaches the device being scanned. The
number ofhopsis used to definghe maximum size of the network being searched.

The third step is tepecify SNMP parametetisat will be usedor connecting to network devices. While
scanninghe network, the wizard tries to establish connectidno devices itihds using the settings

specified at this step. In case the connection is successfully established, the device will be added to the
result list Connection settings include the following parameters:

1 SNMP Port; the port numberto use for establishing @onnection, the default is 161.

1 Timeoutg the maximumamounttime to wait for the responserom the network nodeduring
connection attempt, specified iseconds, the default value is 2

1 Community strings; the list of community strings used for authenticati while connecting via
SNMP versions 1 and [2multiple community strings aresed on your network, you camter
them all lineby-line, placingeach communitystringon its own line

At the next step, théNetwork Discovery Wizargstanghe specified networkfor devices. You catancel
the search by clickinGancel

Whenthe scan idinished, the Network Discovery Wizawffers you to select the devices that should be
added to theCatalog of Devices by picking thémm the list ofdiscovereddevices ClickFinishto close
the Network Discovery Wizard and place the selected devices to the Catalog of Devices. It is
recommended to review properties of the newly added devices, because some additional settings
should be specified to mage their configurations and perform automatic backups.

Devices Catalog
Devices served by WinAgents HyperConf are containdttiDevices Catalagyou can see the contents
of the catalog in the related area of the main window.
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Figure2. TheCatalogof Devices

The Catalog of Devices is represented as altkeehierarchical structure (Figure 2). Registered devices

can be organized in groups. Each device nodedri NES Oy 68 SELI YRSR o6& O
Under thedevice node HyperConf shows nodes for available configurations and tools for this device.

You can open the configuration or tool window by doublieking the particular node. The set of nodes

for each device is determined by the following parameters:

1 Device address and its nameélyperConf uses thgpecified address perform all operations
with the device, such as transferring configuration files, open terminal sessions, performing
configuration backups, etd@he namds displayedn the treerepresentingthe Catalog of
Devices.

1 Vendor and device typeToperform various operationwith the device, HyperComhust know
its manufacturer and modeDepending on tis informationthe program useslifferent set of
scripts to get device configuration aadtomate other tasks.

1 Protocols authentication and automatic logon These settings are used by the program to
establish connections to devices and gain access to its command line and configuration files

You can configure these parameters in the Device Pragsewindow. Changes in these parameters
results in changes in the set of nodes for configurations and tools that HyperConf shows under the node
for the particular device.

9|2Ay!3éyﬂa | 8LISNI 2y T ! aSNR& DdzA RS



Working with Groups
Groups in the Catalog of Devices are used to organize devimegdal categories. It may be convenient
to create groups for subnets, structural units of your company, buildings, sites, etc.

To add a new group, cliekdd Device Groupn the Devicemenu.In the Group Propertiesvindow the
following parameters cabe onfigured

1 Namec the name for the group. HyperConf uses it to display the group in the Catalog of
Devices.

1 Typecg one of Generic, Network, Site, Building, Floor, Room, Rack. HyperConf uses the type of
the group to display its icon in the Catalog of Dewvice

1 Commentg optional comment text.

1 Parentg HyperConf allows including groups one into another. InGineup Propertiesvindow
you can select the position of the group in group hierarchy.

It is also possible to select the parent group (Figure 3).

Group Properties 3
General

Harne: Distribution

Tuvpe: 1 Site E

Carmment: | Distribution level devices

g Subgroup of:
' EI--E% Dewvi
=, Core

E Jzer's Devices

Ok ] ’ Cancel

Figure3. EditingGroupProperties

To editthe groupparameters select it in the catalog antickPropertieson the Devicemenu Todelete
the selected groupclickRemove Selected Iteran the Devicemenu

Adding, Editing and Removing Devices

To add a devicto the Catalog oDevicss, clickRegister New Devicen the Devicemenuor click the
corresponding button in the toolbar. WinAgents HyperConf opendingce Propertiesvindow, which

is used to specify various parameters that WinAgents HyperConf needs to communicate with the device,
transfer configuration files, show commatide interface, etc.

TheDevice Propertiesvindow containseveralgroups of parameters organiden sheets:
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General
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*MNext step: configure Jogon parareters

ak ][ Cancel ]

Figure4. Device Properties Window General

Vendorand Model

WinAgents HyperConf must determine a set of operations supported by the device. Many functions are
devicespecific and require knowledge abowimmmands, protocols, and ways of handling device
configuration files. For example, HyperConf should know how to gain access to the device cdmmand
interface, which command use to copy a file from or to the device, or which MIBs are supported.
WinAgentsHyperConf defines such kind of information about a devicedssi&ce templateDevice

template must be specified for every device registered in the HyperConf Device Catalog. You specify the
template for the device by selecting Mendorand Model.

Address

The IPaddress or DNSame of the device management interface.
Title

A friendly name which is displayed in the HyperConf Device Catalog.
This device is outside the NAT

Click to select this option if the device is located outside the protected n&twbere WinAgents
HyperConf is. The program will use the address of the NAT outside interface as a TFTP server address
when needed. Please, refer Working through NATor additional information.
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Access to commantine interface

Click to select this option to allow commatide access to the device in HyperConf. Choose a terminal
protocol to use to establish connection to the device.

Automatically logon to device

WinAgents HyperConf can automatically implement a logon proceduseCLI session by sending
username and password to the device when they are requested. Click to select this option to run
automatic logon while opening a new CLI session.

Automatically enter privileged mode

While implementing an automatic logon proceaduWinAgents HyperConf can automatically issue the
command which switches the session to a privileged mode. Click to select this option to allow switching
to the privileged mode. WinAgents HyperConf will automatically send the password for the privileged
mode when requested.

Automatically show current configuration

For your convenience, when you open the Commbime Interface window for the device, WinAgents
HyperCofican automatically retrieve its current configuration and show it in the editor. @lisklect
this option to allow automatic configuration retrieval.

Download/upload configuration

Click to select this option to allow access to configuration files on the device in HyperConf. Choose a
protocol to use to establish connection to the devigais option must beelectedfor all devices for
which backup is activated.

Web access to device

Click to select this option to allow Wdiased access to the device in HyperConf. Choose a protocol to
use to establish connection to the device.

Logon
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Figure5. Device Properties Window Logon
Use connection profile

WinAgents HyperConf requires credentials information, such as username, password, encryption keys,
etc. to connect to devices and perform operations with their configuration files. HyperConf offers 2 ways
of specifying such credentials information:

1. Use ofconnection profilesAconnection profilés a set of credentials (usernames, passwords,
keys, etc), that may be shared across multiple devices. Seanection Profile® get additional
information.

2. Configure credentials individually for each device. All necessary credentials information must be
provided in the devic@roperties separately for every device not using a configuration profile.

Click to selectUse connection profiléo assign a connection profile to the device registratiod ase its
credentials information, instead of specifying it manually.

Logon methal
WinAgents HyperConf supports three different procedures of automatic logon:

1 Default logon script; Built-in procedure implementing standard logon, when remote host asks
for username and password. When connection to the remote host is established,Gtypger
waits for username or password prompt from the device and replies with username or
password configured for the connection based on the prompt received. This is the least flexible
procedure which is suitable for simple logon scenarios that are useldeomost network
devices.
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1 Command sequence This procedure allows you to specify a sequence of prompts received
from the remote host and replies that should be sent. After connection to the remote host is
established HyperConf waits for the prompt, thesmpares received prompt aget the
configured sequencegéntifies which reply it should send back to the remote host and sends it.
Logon procedure completes when HyperConf receives the prompt which is the last in the
sequence. You can also specify whegthnitial Carriage Return should be sent before any
prompt is received.

1 Custom script in JScrifgt After connection is established HyperConf executes the specified
script written in JScript scripting language. This script performs logon as needed.thhimiost
flexible way to specify and configure logon procedure.

Different logon methods require a different set of parameters. When you select a logon method,
HyperConf displays which parameters must be configured.

Username

The username to use for log.

Password

The password to use for logon.

Privileged password

The password to use for switching to a privileged mode.
Send Initial Carriage Return

Click to select this option to force WinAgents HyperConf to send carriage return before running the
logon sequence, this may be useful for certain types of remote hosts or for connection via Console
(COM port) interface.

Logon Sequence

The set of prompts that can be received from the remote host during logon, with reply strings that will
be sent to the remote host when the corresponding prompt is received. You can add, edit and delete
prompt-reply pairs and move them up and down in tis.|Please note, that order of prompeply pairs
matters, WinAgents HyperConf implements logon by waiting for prompts and sending replies from the
first to the last as specified in the list.

Logon Script

The full path to the file with script in the It programming language, implementing a custom login
procedure.

Run Script After Logon

Click to select this option to force WinAgents HyperConf to run the specified script in JScript
programming language after the automatic logon procedure is completed
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Figure6. Device Properties Window Advanced

Enable Level
The access level of the privileged mode access.
Username Prompt

The prompt that the device sends when it requests a username, this value is a reguéasexpand
can contain special regular expression operators;

Password Prompt

The prompt that the device sends when it requests a password, this value is a regular expression and
can contain special regular expression operators.

Command Prompt

The promp that the device sends when it is in the nprivileged command mode, this value is a regular
expression and can contain special regular expression operators.

Enable Prompt

The prompt that the device sends when it is in the privileged command mode, this value is a regular
expression and can contain special regular expression operators.

Device Group

1512 Ay 3Syda | 8LSNI2yF | &SNDR& DdzZA RS



Location of the device in the HyperCd2Hditalogof Device.

Telnet
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 Device Properties 2
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Figure?. Device Properties Window Telnet Protocol

Port
The port number for the TELENET protocalde,23 by default.

Don't negotiate Telnet options

A ¥ 4 A x

LT GKAA 2LIGA2Y A& aStSOGSRX 2Ay! 3ASyida | @LISNI 2y-
requests. This may be useful when establishing connection to a remote host that requires raw text
based connection, e.g. POP3 or SMTP server.

SSH
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Figure8.Device Properties Window SSH Protocol
Port
The port number for the SSH protocol to use, 22 by default.
Version

The version of the SSH protocol, you can choose from SSH version 1 (SSHv1), SSH version 2 (SSHv2) ¢
auto detecton. In the last case, WinAgents HyperConf tries to decide correct protocol version based on
the identification string sent by the device.

Authentication methods

This option specifies which authentication methods should be used. WinAgents HyperConts&gid
authentication based oRPassword DSA/RSA keysaindKeyboard Interactiveauthentication. If the

DSA/RSA Kegption is checked, you should provide a private key file in OpenSSH, IETF, or PUTTY format
andPassphrasdor the key, if any. The program will try to use the supplied key for authentication. You

can also generate public/private keys pair by pressing3baerate keybutton.

Encryption algorithms

This option specifies which encryption algorithms should $eduWinAgents HyperConf supports AES,
Blowfish, 3DES, and DES algorithms. You can specify which algorithms should be used for the session
and configure their priorities by moving up and down in the list by pressingprend Down buttons.

Compression
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Secifies whether data compression should be used. If&hable Compressioaption is selected,
WinAgents HyperConf will try to compress all data transmitted over the network. It is also possible to
specify the level of compression, the higher the levss, higher is the compression. Higher levels of

compression require more processing power and may cause significant performance penalty on the
device.

SNMP
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Figure9. Device Properties Window SNMP Protocol

Port
The port numbeffor the SNMP protocol to use, 161 by default.
Version

The version of the SNMP protocol, you can choose from SNMP version 1, SNMP version 2c and SNMP
version 3.

Read Community
The community string to authenticate read operations.
Write Community
The community string to authenticate write operations.

Security Name
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The username for SNMPv3 authentication.

Security Level

Specify the level of authentication and encryption that should be used for connections.
Authentication

Select the algorithm for authentication. MD5 or SHA1 may be used.

Auth Password

The password to use for authentication.

Priv Password

The password to use for encryption.

Engine ID

The SNMP Engine ID of the deivce.

HTTP
- N
| = I:Ecunneu:tlcun HTTP
- General I
Logon | HTTP Port: |80 =
- Advanced | —
=) Protocal [ HITPS Part: | 443 =
i Telnet I :
- G5H I Uszemarne:
L GMMP |
. W TR | Password:
=+ Teminal [
Emulation
- Kepboard/Mouse
e HAYFE Modem
o) [
Figurel0.Device Properties Window HTTP Protocol
HTTP Port

The port number for the HTTP protocol to use, 80 by default.

HTTPS Port
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The port number for the HTTPS protocol to use, 443 by default.

Username

The username to use for a connection.

Password

The password to use for a connection.

Terminal Emulation

Device Properties

f. EI--. Eu:u.r';neu:tilu.r'u
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Terminal
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Window size
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Scrollback: 100
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i@ Change number of rows and columns

(7 Scale the font

(7 Retain numnber of rows and columng

Encoding
Codepage:  |UTF-8

[]

Paszsthru printing

Print to: Maone [dizable printing)

=]
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Figurell. Device Properties Window Terminal Emulation

Terminal Type

The type of terminal to emulate, the following terminal types are supported: ANSI, XTerm, VT100.

Allow ANSI Colors

Click to select this option to turn on color support for terminal emulation.

Use System Colors

Click to select this option to use system colors configured in Windows for the terminal window instead

of built-in colors.

Highlight Conste Syntax

Window Size
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Columns Rows andScrollbacksize of the terminal window.
Resize Behavior

Specifies which action is performed when the terminal window is resized. WinAgents HyperConf can
Change number of rows and columasitomatically dependingn the terminal window size, making
more rows and columns for larger window and less rows and columns for smaller wiSdal&;the

font changing the font size and preserving number of rows and columigetain number of rows and
columnsautomatically dsplaying vertical and horizontal scroll bars when window is resized.

Encoding
Specify thecode pageo use in the terminal window.
Passthru Printing

Specify the printer to redirect print output. WinAgents HyperConf supports Passthru printing
technology allowing redirecting print output to a locally connected printer. All printing processing
should occur on the remote host, and prepared page may be sent to the local printer using ANSI
passthru print codes.

Terminal Keyboard/Mouse

Figurel2.Device Properties Window Terminal Keyboard/Mouse

Functional Keys & Keypad

Specify what escape sequences will be sent to the device when a functional key is pressed. The following
functional keys emulation schemes are supporte8C+-Linux XTerm VT40QVT100+SCO
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